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Marlene H. Dortch, Secretary
Federal Communications Commission
Office of the Secretary
445 12th St. SW, Suite TW-A325
Washington, DC 20554

RE: Certification of GPNI Filing (December g1,2O,lBl
EB-Docket No. 06-35

Dear Ms. Dortch

ln accordance with the Public Notice, DA 06-223, issued by the Enforcement Bureau on
January 30, 2006, Winnebago Cooperative Telecom Association hereby files its most recent
certification regarding its compliance with the rules of the Federal Communications Commission
set forth in 47 C.F.R. Part 64, Subpart U.

lf you have any questions, please feel free to contact me at 641-592-610s.

Sincerely,

January 28,2019

Mark Thoma
CEO
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Winnebago Cooperative
Telecom Associationc

704 E Main 5t Lake Mills, IA 50450 I 641.'592.5105 , www.i^rctatel.net

ANNUAL 47 C.F.R. $ 64.2009(E) CPNI Cerftification
EB Docket 06-36

Annual 6a.2009(e) CPNI Certification lor 2019 covering the prior calendar year 2018.

January 28,2019

Name of Company covered by this certification: Winnebago Cooperative Telecom Association

Form 499 Filer lD: 801903

Name of signatory: Mark Thoma

Title of signatory: CEO

l, Mark Thoma, certify that I am an officer of the company named above, and acting as an agent
of the company, that I have personal knowledge that the company has established operating
procedures that are adequate to ensure compliance with the Commission's CPNI rules. See 47

C.F.R. S 64.2001 et seq.

Attached to this certification is an accompanying statement explaining how the company's
procedures ensure that the company is in compliance with the requirements (including those

mandating the adoption of CPNI procedures, training, recordkeeping, and supervisory review)

set forth in section 64.2001et seq. of the Commission's rules.

The company has not taken any actions (proceedings instituted or petitions filed by a company

at either state commissions, the court system, or at the Commission against data brokers)

against data brokers in the past year.

The company has not received any customer complaints in the past year concerning the
unauthorized release of CPNI.

The company represents and warrants that the above certification is consistent with 47 C.F.R.

S 1 .17 which requires truthful and accurate statements to the Commission. The company also

icknowledges that false statements and misrepresentations to the Commission are punishable

under Title 18 of the U.S. Code and may subject it to enforcement action.

Thoma
CEO

Attachment: Accompanying Statement



Winnebago Cooperative Telecom Association
704 East tVlain Street

Lake [\Iills, lowa 50450

ANNUAL 47 C.F.R. S 64.2009(e) CPN! Certification
EB Docket No. 06-36

Annual 64.2009(e) CPNI Certification for 2019 covering the prior calendar year 201g.

January 28,2019

This filing is being lnade by Winnebago Cooperative Telecom Association as required
by 47 C.F.R. $ 6a.2009(e).

Companies covered by the attached Annual 47 C.F.R. S 64.2009(e) Certification (the
"Certification") include the parent and its wholly-owned or controlled subsidiaries which
are "carriers" (collectively, the "Company") as follows:

Companv Name Form 499 Filer lD

801 903Winnebago Cooperative Telecom
Association

WCTA Wireless, lnc. N/A

Winnebago Transport Services, lnc. 801904

WCTA Ventures, lnc. N/A

The board of directors and management of each of the above-listed companies are
identical. The officer who signed the Certification signed as an authorized officer and
agent of each of the above-listed companies. The Certification applies to and is filed on
behalf of each of the above-listed companies.

For purposes of the attached Accompanying Statement the above-listed companies are
also considered "affiliates" of the Company. Where appropriate or required, the
Company's CPNI policies apply to and may reference the Company and its affiliated
companies.

cEo
Thoma



Winnebago Cooperative Telecom Association
7O4 E. Main St.

Lake Mills, lA 50450

Exhibit I

Accompanying Statement

Winnebago Cooperative Telecom Association ("Company") maintains the following operating procedures
to ensure compliance with the rules set forth in 47 C.F.R. part 64, Subpart U:

Section 64.2005 use of customer proprietary network information without customer
approval.

(a) Any telecommunications carrier may use, disclose, or permit access to CpM for the purpose of
providing or marketing service offerings among the categories of service (i.e., local, interexchange, and
CMRS) to which the customer already subscribes from the same carrier, without customer approval.

(l) If a telecommunications carrier provides different categories of service, and a customer
subscribes to more than one category of service offered by the carrier, the carrier is permitted to share
CPNI among the carrier's affiliated entities that provide a service offering to the customei.

(2) lf a telecommunications carrier provides different categories of service, but a customer does
not subscribe to more than one offering by the carrier, the carrier is not permitted to share CpNI with its
affiliates, except as provided in 96a.2007(b).

(b) A telecommunications carrier may not use, disclose, or permit access to CpM to market to a
customer service offerings that are within a category of service to which the subscriber does not already
subscribe from that carrier, unless that carrier has customer approval to do so, except as described in
paragraph(c) of this section.

( I ) A wireless provider may use, disclose, or permit access to CPNI derived from its provision of
CMRS, without customer approval, for the provision of CPE and information service(s). A wireline carrier
may use, disclose or permit access to CPNI derived from its provision of local exchange service or
interexchange service, without customer approval, for the provision of CPE and call answering, voice mail
or messaging, voice storage and retrieval services, fax store and forward, and protocol 

"onner.ion.
(2) A telecommunications carrier may not use, disclose, or permit access to CpNI to identifu or

track customers that call competing service providers. For example, a local exchange carrier may not use
local service CPNI to track all customers that call local service competitors.

(c) A telecommunications carrier may use, disclose, or permit access to CPNI, without customer
approval, as described in this paragraph (c).

(l) A telecommunications carrier may use, disclose, or permit access to CPNI, without customer
approval, in its provision of inside wiring installation, maintenance, and repair services.

(2) CMRS providers may use, disclose, or permit access to CPNI for the purpose of conducting
research on the health effects of CMRS.
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(3) LECs, CMRS providers, and interconnected VoIP providers may use CPNI, without customer

approval, to market services formerly known as adjunct-to-basic services, such as, but not limited to, speed

aiating, computer-provided directory assistance, call monitoring, call tracing, call blocking, call return,

repeat dialing, call tracking, call waiting, caller I.D., call forwarding, and certain Centrex features.

(d) A telecommunications carrier may use, disclose, or permit access to CPNI to protect the rights

or property ofthe carrier, or to protect users ofthose services and other carriers from fraudulent, abusive, or

unlawful use of, or subscription to, such services.

The Company has adopted speciJic CPNI policies to ensure that, in the absmce of customer approval,

CPNI is-onty used by the Company to provide or market service olferings among the categories of
semice (i.e.i locat, interexchange, ond CMRS) to which the customer already subscribes. The

Company,s CPNI policies prohibit the sharing of CPNI with alliliated companies, accept as permitted

undir iule 64.2005(a)(I) ir with customq approval pursuant to Rule 64.2007(b). The only er$eptions

to these policies are as petmitted under 47 U,S.C. S 222(d) and Rule 64.2005'

Section 64.2007 Approval required for use of customer proprietary network information.

(a) A telecommunications carrier may obtain approval through written, oral or electronic

methods.

(l) A telecommunications carrier relying on oral approval shall bear the burden ofdemonstrating

that such approval has been given in compliance with the Commission's rules in this pan.

(2) Approval or disapproval to use, disclose, or permit access to a customer's CPNI obtained by a

telecommunicaiiom ca.rier must remain in effect until the customer revokes or limits such approval or

disapproval.

(3) A telecommunications canier must maintain records of approval, whether oral, written or

electronic, for at least one Year.

In all circumstances where customer approval is required to use, disclose or permit access to CPNI, the

Company,s CpNI policies require tnoi ine Company obtain customer approval through written, oral or

ele"ionic methodi in complince with Rule 64.2007. A customer's approval or disapproval remains in

elfea untit the customer revokes or limits the approval or disapproval. The Company maintains records

ij customer approval (whether written, oral or electronic) lor a minimum of one year.

(b) Use of Opt-Out and Opt-ln Approval Processes. A telecommunications carrier may, subject

to opt-oui approvai or opt-in approval, uselis customer's individually identifiable CPNI for the purpose of
marteting communications-relaied services to that customer. A telecommunications carrier may, subject to

opt-out a[proral or opt-in approval, disclose its customer's individually identifiable CPNI, for the purpose

oi marteiing communications+elated services to that customer, to its agents and its affrliates that provide

communications-related services. A telecommunications carrier may also permit such person or entities to

obtain access to such CPNI for such purposes. Except for use and disclosure of CPNI that is permitted

without customer approval under section $64.2005, or that is described in this paragraph, or as otherwise

provided in section 222 of the Communications Act of 1934, as amended, a telecommunications carrier

may only use, disctose, or permit access to its customer's individually identifiable CPNI subject to opt-in

approval.

Except as otherwise permitted under Rule 64,2005, the Company's CPNI policies require that the

Company obtain a cistomer's "opl ottt" or "opt in" approval pursuant to Rule 64'2007(b) beforc the

Coipaiy may use CpNI to mariet communications-related semices or disclose CPNI to its agents or

affiliatei thai provide communications-related semices for marheting purposes. The Company does not

iie CPNI for any purposes, does not disclose or grant access to CPNI to any other pafiy ucept os

permitted under 47 U.S.C. S 222(d) and Rale 64.2005.

M:$CC - USAC. ercscc CPNI A$mprnvinS StrEtml tu €s



Section 64.2008 Notice required for use of customer proprietary network information.

(a) Notification, Generally. (l) Prior to any solicitation for customer approval, a
telecommunications carrier must provide notification to the customer of the customer's right to rlstrict use
of, disclose of and access to that customer's CPNI.

(2) A telecommunications carrier must maintain records of notification, whether oral, written or
electronic, for at least one year,

(b) Individual notice to customers must be provided when soliciting approval to use, disclose, or
permit access to customers' CPNI.

(c) Conlent of Nolice. Customer notification must provide sufficient information to enable the
customer to make an informed decision as to whether to permit a carrier to use, disclose, or permit access
to, the customer's CPM.

(l) The notification must state that the customer has a right, and the carrier has a duty, under
federal law, to protect the confidentiality of CpNI.

(2) The notification must speciry the types of information that constitute CpM and the specific
entities that will receive the CPM, describe the purposes for which CPM will be used, and infoim the
customer of his or her right to disapprove those uses, and deny or withdraw access to CpNI at any time.

(3) The notification must advise the customer of the precise steps the customer must take in order
to grant or deny access to CPNI, and must clearly state that a denial of approval will not affect the
provision of any services to which the customer subscribes. However, ca..iers may provide a brief
statement, in a clear and neutral language, describing consequences directly resulting from the lack of
access to CPNI.

(4) The notification must be comprehensible and must not be misleading.

(5) If written notification is provided, the notice must be clearly legible, use sufficiently large
type, and be placed in an area so as to be readily apparent to a customer.

(6) If any portion of a notification is translated into another language, then all portions of the
notification must be translated into that language.

(7) A canier may state in the notification that the customer's approval to use CpNI may enhance
the carrier's ability to ofifer products and services tailored to the customer'i needs. A carrier also may state
in the notification that it may be compelled to disclose CPNI to any person upon affirmative written request
by the customer.

(8) A carrier may not include in the notification any statement attempting to encourage a customer
to freeze third-party access to CPNI.

(9) The notification must state that any approval, or denial of approval for the use of CpNI
outside ofthe service to which the customer already subscribes from that carrier is valid until the customer
affirmatively revokes or limits such approval or denial.

(10) A telecommunications carrier's solicitation for approval must be proximate to the
notification of a customer's CPNI rights.

The Company's CPNI policies require that customers be notilied of their rights, and the Company,s
obligations, with respect to CPNI prior to any solicitation for customer opprouil. All required 

"rrto^",
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notices (whether written, orql or electronic) comply with the requirements ol Rule 64.2008. The

Company maintains records of all required customq notices (whether written, oral or electronic) for a

minimum of one year,

(d) Notice Requirements Specific to Opt-Out A telecommunications carrier must provide

notification to obtain opt-out approval through electronic or written methods, but not by oral

communication (except as provided in paragraph (0 ofthis section). The contents ofany such notification

must comply with the requirements of paragraph (c) of this section.

(l) Caniers must wait a 30-day minimum period of time after giving customers notice and an

opportunity to opt-out before assuming customer approval to use, disclose, or permit access to CPNI. A
carrier may, in its discretion, provide for a longer period. Carriers must notifr customers as to the

applicable waiting period for a response before approval is assumed.

(i) In the case ofan electronic form ofnotification, the waiting period shall begin to run from the

date on which the notification was sent; and

(ii) In the case of notification by mail, the waiting period shall begin to run on the third day

following the date that the notifrcation was mailed.

(2) Carriers using the opt-out mechanism must provide notices to their customers every two

years.

(3) Telecommunications carriers that use e-mail to provide opt-out notices must comply with the

following requirements in addition to the requirements generally applicable to notification:

(i) Caniers must obtain express, verifiable, prior approval from consumers to send notices via e-

mail regarding their service in general, or CPNI in particular;

(ii) Caniers must allow customers to reply directly to e-mails containing CPNI notices in order to

opt-out;

(iii) Opt-out e-mail notices that are returned to the carrier as undeliverable must be sent to the

customer in anoiher form before carriers may consider the customer to have received notice;

(iv) Carriers that use e-mail to send CPNI notices must ensure that the subject line of the message

clearly and accurately identifies the subject matter of the e-mail; and

(v) Telecommunications carriers must make available to every customer a method to opt-out that

is ofno additional cost to the customer and that is available 24 hours a day, seven days a week' Carriers

may satisfi this requirement through a combination of methods, so long as all customers have the ability to

opt-out at no cost and are able to effectuate that choice whenever they choose.

In instances where the Company is required to obtain customer approval for the use or dtsclosure of
CqNI, the Company obtaiis "ipt oui" approval in sccordqnce with the disclosures, methods and

requirements contained in rule ZIOOt(c) and Rul" 2005(d). The Company's CPNI policies require that

thi company provide "opt oul" notices to its customerc evety ttvo yeqrs. All customers have the ability to

opt outit noiost and asing methods that are available whenever the customer chooses.

(e) Notice Requirements Spectfic to Opt-ln. A telecommunications carrier may provide

notification to obtain opt-in approvat ttriough oral, written, or electronic methods. The contents of any such

notification must comply with the requirements of paragraph (c) of this section.

The Company does not currently solicit 'topt int' customer approval for the use or disclosure of CPNL

The Compaiy does not use, disclose ot grunt access to CPNI for any purpose, to any pafty or in any

^onr", 
ihot nould require a cttstomer's '1opt in" approval under the Commission's CPNI Rules.
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(f) Notice Requirements speciJic to one-Time (/se of cPNI. (l) carriers may use oral notice toobtain limited, one-time use of GPNI for inbound and ouibound .urtor", telephone contacts for theduration ofthe call, regardless ofwhether carriers use opt-out or opt-in approval based on the nature ofthecontact.

(2) The contents of any such notification must comply with the requirements of paragraph (c) ofthis section, except that telecommunications carriers may omit any of the following notic. p.orirllns irnot
relevant to the limited use for which the carrier seeks CpM:

(i) Carriers need not advise customers that if they have opted-out previously, no action is needed
to maintain the opt-out election;

(ii) Carriers need not advise customers that they may share CPNI with their affiliates or thirdparties and need not name those entities, if the limited crtu usage will not result in use by, oi JiJorur"
to, an affiliate or third party;

(iii) Carriers need not disclose the means by which a customer can deny or withdraw future access
to CPNI, so long as carriers explain to customers that the scope of the approval the carrier seeks is limited
to one-time use; and

(iv) Carriers may omit disclosure of the precise steps a customer must take in order to grant or
deny access to CPNI, as long as the carrier clearly communicates that the customer can deny u.""i to hi,
CPNI for the call.

In inslqnces where the Company seeks one-time customet approval for the use or disclosure of CpNI,
the Company obtains such approval in accordance with thi disclosures, methods and requirements
contained in Rule 2008@.

Section 64.2009 Safeguards required for use of customer proprietary network information.

(a) Telecommunications carriers must implement a system by which the status of a customer,s
CPNI approval can be clearly established prior to the use of CpNL

The Company's billing system allows authorized company personnel to easily daermine the status ol a
customet's CPNI approval on the customer account screen prior to the use oi disclosare of CpNL

(b) Telecommunications carriers must train their personnel as to when they are and are not
authorized to use CPNI, and carriers must have an express disciplinary process in place.

The Company has established CPNI compliance policies that include employee training on restrictions
on the use and disclosare of CPNI and required safeguards lo proteci against unoithorized use ot
disclosure of CPNI. Employees have signed thal they understand the CpNi policies and a iiotation of
those policies will result in disciplinary aaion,

(c) All carriers shall maintain a record, electronically or in some other manner, of their own and
their affiliates' sales and marketing campaigns that use their customers' CPNL AII caniers shall maintain a
record of all instances where CPNI was disclosed or provided to third parties, or where third parties were
allowed access to CPM. The record must include a description of each campaign, the specifrc CpNI that
was used in the campaign, and what products and services were offered u. u pa.t of tne campaign. Carriers
shall retain the record for a minimum of one year.

The Company's CPNI policies require that all sales and marketing campaigns including those utilizing
CPNI be recorded and kept onftlefor at least one yeat. Records are also maintainedjor disclosure or
access to CPNI by third parties. The records include the required information listed in Rule 64,2009(c).
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(d) Telecommunications caniers must establish a supervisory review process regarding canier

compliance with the rules in this subpart for out-bound marketing situations and maintain records of carrier

compliance for a minimum period of one. year. Specifically, sales personnel must obtain supervisory

"pp,'ir"i"f "ry 
proposed out-bound marketing request for customer approval'

The company,s GPNI policies require employees to obtain approval from the company's. CPNI

Compliance Ollicer lor ill marketing 
"o.poignr, 

including those utilizing CPNI, prior to initiating that

campaign. Record o! the markeriig 
"o-piignr, 

along iiln the appropfiate supervisory approval is

maintainedfor at least one Yeat.

(e) A telecommunications carrier must have an officer, as an agent of the carrier, sign and file

with the Commission a compliance certificate on an annual basis. The officer must state in the certification

that he or she has p.rronui knowledge that the company has established operating procedures that are

adequate to ensure compliance with-the rules .in this subpart. The carrier must provide a statement

u..Jrpunying tfre certificate explaining how its operating procedures ensure that it is or is not in

.orpiiun.. iith the rules in thii subpirt. In addition, the canier must include an explanation of any

actions taken against data brokers and a summary of all customer complaints received in the past year

.on.erning the 
-unauthorized 

release of CPNI. ttiis nting must be. made annually with the Enforcement

Bureau on or before March I in EB Docket No. 06-36, for data pertaining to the previous calendar year'

The required ollicer certiftcation, actions taken against data brokerc and summary of customer

complaint documents are included with this accompanying statement. The Company will file these

documents on an annual basis on or belore March I for data pertaining to the previous calendar year'

(f) Carriers must provide written notice within five business days to the Commission. of any

instance where the opt-out mechanisms do not work properly, to such a degree that consumers' inability to

opt-out is more than an anomalY.

(l) Thenoticeshallbeintheformofaletter,andshallincludethecarrier'sname'adescriptionof
the opt-out mechanism(s) used, the problem(s) experienced, the remedy-proposed and when.it will be/was

implemented, whether the relevant'state commisiion(s) has been notified and whether it has taken any

action, a copy of the notice provided to customersn and contact information.

(2) Such notice must be submitted even if the carrier offers other methods by which consumers

may opt-out.

The Company's CpNI policies include a ptocess to provide the required written notice to the

Commission iftnn 1u" iusiness days of an ipt-out mechanism failure that is more than an anomaly'

The procedure meets the requircments listed in Rule 64'2009(l)'

Section 64.2010 Srfeguards on the disclosure of customer proprietary network informetion'

(a) Safeguarding CpNI. Telecommunications carriers must take reasonable measures to discover

and protect og"i*t utt"ript, to gain unauthorized access to CPNI. Telecommunications carriers must

propirly authJnticate u .ritor..-prior to disclosing CPNI based on customer-initiated telephone contact,

online account access, or an in-store visit.

The Company,s CpNI poticies and employee training include rcasonable measurcs lo dhcover and

prutect oiaiist activity ihat is indicativi of pretextingind employees are instructed to notify the CPNI

Compliance Ollicer if any such activity is suspected.

(b) Telephone access to CPNL Telecommunications carriers may only disclose call detail

information over the telephone, based on customer-initiated telephone contact, if the customer first

provides the carrier with a'password, as described in paragraph (e) ofthis section, that is not prompted by

ihe canier asking for readiiy available biographical information, or account information. If the customer

does not provide-a p".r*o.d, the telecomriunications carrier may only disclose call detail information by

sending it to the customer's address of record, or, by calling the customer at the telephone number of

M:SCC - USAC. ctcVCC CINI Ac06poilmg St.tctmt'dx ca



record. If the customer is able to provide call detail information to the telecommunications carrier during a
customer-initiated call without the telecommunications carrier's assistance, then the telecommunications
carrier is permitted to discuss the call detail information provided by the customer.

The Company's CPNI policies ensute that a castomer k only able to access call detail informafion over
the telephone in one of the ways listed in Rule 64.2010(b). If the customet connot remember their
password, they are prompted to answq a security question. Neither the password nor the securiy)
question are based on readily qvoilable biographical information ot account informafion. Customer
semice rcpresentatives arc instructed to authenticate customers over the telephoniin alt insrances except
in the cose where the customq provides the call detail information wihour the assistance of the
Company.

(c) Online access to CPNL A telecommunications carrier must authenticate a customer without
the use of readily available biographical information, or account information, prior to allowing the
customer online access to CPNI related to a telecommunications service account. Once authentiaut.I, th"
customer may only obtain online access to CPNI related to a telecommunications service account through a
password, as described in paragraph (e) ofthis section, that is not prompted by the carrier asking for r.udily
available biographical information, or account information.

The Company's CPNI policies require customer authentication without the use of readily availoble
biographicol information ot occount information prior to initially goining access to an account online.
Once the customq is authenticaled the customer is required to use a password to obtain online access to
CPNI,

(d) In-Store access to CPNI. A telecommunications sarrier may disclose CPNI to a customer
who, at a carrier's retail location, first presents to the telecommunications carrier or its agent a valid photo
ID matching the customer's account information.

The Company's CPNI policies allow the Company to disclose call detail CPNI to the customer at a retail
location atter presenting a valid photo ID that matches the customer's account information.

(e) Establishmenl of a Password and Back-up Authentication Melhods for Lost or Forgotten
Passwords. To establish a password, a telecommunications carrier must authenticate the customer without
the use of readily available biographical information, or account information. Telecommunications carriers
may create a back-up customer authentication method in the event of a lost or forgotten password, but such
back-up customer authentication method may not prompt the customer for readily available biographical
information, or account information, If a customer cannot provide the correct password or the correct
response for the back-up customer authentication method, the customer must establish a new password as
described in this paragraph.

The Company's CPNI policies allow for a few ways to establish a password, all of which ensute
compliance with the above paragraph. Each method also allows the customcr to establish a bach-up or
security question in the event that they forget their password" In no event does the Company use readily
available biographical information ot account information as a back-up question or as a means to
establkh a password or authenticate the customer.

(0 Notification of account changes. Telecommunications carriers must notifi customers
immediately whenever a password, customer response to a back-up means of authentication for lost or
forgotten passwords, online account, or address of record is created or changed. This notification is not
required when the customer initiates service, including the selection of a password at service initiation.
This notification may be through a carrier-originated voicemail or text message to the telephone number of
record, or by mail to the address ofrecord, and must not reveal the changed information or be sent to the
new account information,

The Company's billing system generates a notitication letter when any of the fields listed in Rule
64.2U04 is created or chonged. The Company immediately mails oul the notificatton to the oddress of
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rccotd (nevet a nq) addrcss) when required by Rule 64.2010(l). The content of the notificatton complies

with the requiruments of Rule 64.2010(l)-

(g) Business customer Exemption. Telecommunications carriers may bind themselves

.ort u.tuuiiy to authentication regimes other than those described in this section for services they provide

to their business customer that haie both a dedicated account representative and a contract that specifically

addresses the carriers' protection ofCPNI.

The Company has contractual agreements in place with vsrious business castome$, The contracts

specilcaiy oddrrs the caniers'f,rorcAion of ihe business customer's CPNI in accordance wilh Rule

64. 20 I 0(g), including a dedicated account representative'

Section 64.20ll Notification of customer proprietary network information security

breaches.

(a) A telecommunications carrier shall notifr law enforcement of a breach of its customers' CPNI

as provid'ed in this section. The carrier shall not notiff its customers or disclose the breach publicly,

whether voluntarily or under state or local law or these rules, until it has completed the process of notifring

law enforcement pursuant to paragraph (b).

(b) As soon as practicable, and in no event later than seven (7) business days, after reasonable

determination of the breach, the telecommunications canier shall electronically notiry the United- States

Secret Service (USSS) ana ine Federal Bureau of Investigation (FBI) through a central reporting facility'

The Commission will maintain a link to the reporting facility at http://www.fcc.gov/eb/coni.

(l) Notwithstanding any state law to the contrary, the carrier shall not noti! customers or

disclose the breach to the public until 7 full business days have passed after notification to the USSS and

the FBI except as provided in paragraphs (2) and (3).

(2) Ifthe carrier believes that there is an extraordinarily urgent need to noti& any class of affected

customers sooner than otherwise allowed under paragraph (l), in order to avoid immediate and irreparable

harm, it shall so indicate in its notification and may proceed to immediately notifl its affected customers

only after consultation with the relevant investigating agency. The carrier shall cooperate with the relevant

investigating agency's request to minimize any adverse effects of such customer notification.

(3) If the relevant investigating agency determines that th9 public disclosure. or 
-notice 

to

customers would impede o. *rprori-re an ongoing or potential criminal investigation or national security,

such agency may diiect the carrier not to so diicloie oi notifi for an initial period of up to 30 days' Such

period-may be ixended by the agency as reasonable n.".tiury in the judgment of the agency. If such

iirection is given, the agency stratt notiry the carrier when it appears that public disclosure or notice to

affected customers will rio longer impede or compromise a criminal investigation or national security. The

agency shall provide in writilg its initial direction to the carrier, any subsequent extension,_and any

notification that notice will no longer impede or compromise a criminal investigation or national security

and such writings shall be contemp;raneously logged on the same reporting facility that contains records of

notifications filed by carriers.

(c) Recordpeeping. Allcaniers shall maintain a record, electronically or in some other manner, of
any breaches discoverid,-notification made to the USSS and the FBI pursuant to paragraph-(b)' and

noiification made to customers. The record must include, if available, dates of discovery and notification, a

detailed description of the CPM that was the subject of the breach, and the circumstances of the breach'

Carriers shall retain the record for a minimum of 2 years.

The Company has policies and procedures in place to ensurc compliancewith Rule 64.2011. When it is

,uoroooily determined that a breach has occurred, the CPNI Compliance Officer will notily law 
-

enforcemZnt and its customer in the required timeframes. A record of the breach will be nuintainedfor

a minimum of two years and will include all information required by Rule 64.201 l.
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